Data Loss Database - July, 2006 report

http://datalossdb.org
Version: 20.0 - Created: 2008-07-14 - Updated: 2009-09-07

This report shows publicly reported data breaches involving personally identifying information (PII) for the month of July
2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open
Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 45
Total Records Affected: 1,534,662

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-07-01

?

American Red Cross

Social Security
numbers and medical
information on stolen
laptop

SSN, MED

2006-07-05

Bisys Group Inc.
Atalanta Sosnoff
Capital, LLC

Rothstein, Kass and
Company

Galleon Management,
LP

Sterling Stamos Capital
Management, L.P.
Stone Tower Offshore
Credit Fund, LLC
Farley Capital

Cooper Hill Partners,
LLC

Spring Mountain Capital
BEDF Non-Taxable
Fund

Advantage Advisors
Family of Funds
Seminole Management
Co. Inc.

Spencer Capital
Management

Personal details of
about 61,000 investors
in stolen truck

2006-07-06

Automatic Data
Processing (ADP)

Data thief gathers
information on
"hundreds of
thousands" of American
investors

FIN, NAA

2006-07-06

University of Tennessee

Social Security
numbers and names of
36,000 exposed to
hacker

2006-07-07

Hattiesburg City Hall

Mississippi

2006-07-07

National Association of
Securities Dealers

NASD

2006-07-07

100000

United States Navy

Social Security
numbers and other
personal information of
Navy personnel
discovered on Internet
site

2006-07-07

Montana Public Health
and Human Services

Stolen computer,
unknown if any
sensitive personal
information was taken
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2006-07-13

1500

Moraine Park Technical
College

Social Security
numbers, names,
addresses and phone
numbers for 1,500 on
missing disk

SSN, NAA

2006-07-14

University of lowa

Personal information of
280 current and former
students on stolen
laptop

2006-07-14

Hampton Circuit Court

Virginia

2006-07-14

Northwestern University

Personally identifying
information of almost
17,000 on breached
computers

2006-07-16

Mississippi Secretary of
State

Web site reveals
thousands of
individuals' Social
Security numbers

2006-07-18

United States
Department of
Agriculture

350 Social Security
numbers, names, and
addresses on stolen
laptop possibly
accessed

2006-07-18

188000

Wells Fargo
UPS
Nelnet Inc.

Tape lost containing
personal information

SSN, MISC

2006-07-20

?

Oasis

UK clothing store

CCN, NAA

2006-07-21

722000

CS Stars
Special Funds
Conservation Committee

Stolen computer
contains Social Security
numbers and other
information on about
722,000

SSN, NAA

2006-07-21

BCTGM Local 192
Union

2006-07-24

New York Department
of Homeless Services

Names and Social
Security numbers of
8,400 homeless parents
in errant email
attachment

2006-07-24

Wolters Kluwer

Names and Social
Security numbers of
8,500 current and
former employees on
stolen laptop

2006-07-25

InstantDX
Georgetown University
Hospital

Social Security
numbers, names,
addresses, and dates of
birth exposed to
computer consultant
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2006-07-25

12000

Deloitte & Touche
Armstrong World
Industries, Inc.

Stolen laptop contains
personal information of
12,000 current and
former employees

SSN, NAA, ACC, FIN

2006-07-25

Old Mutual Capital Inc

6,500 informed that
stolen laptop contains
names, addresses,
account numbers, and
Social Security numbers

2006-07-25

?
Cablevision

Lost computer tape
included Social Security
and 401(k) election
information for about
13,700

2006-07-26

MD Management

About 8,000 notified
about personal
information on stolen
laptop

2006-07-26

United States Navy

Two stolen laptops
contain personal
information on about
31,000 recruiters and
recruits

2006-07-27

160000

Kaiser Permanente

160,000 notified that
personal information is
on stolen laptop

2006-07-27

Los Angeles County
Dept. Community
Senior Services

2006-07-27

Los Angeles County
Community
Development
Commission

2006-07-27

Los Angeles Count
Adult Protective
Services

2006-07-28

Lancaster General
Hospital

2006-07-20

Catalina Marketing
Corporation

Stolen disk contained
employee names,
addresses, and SSN

2006-07-14

Aetna Inc.

Former employee steals
customer financial
details

2006-07-24

Heritage Centers

Briefcase containg
patient documents
stolen from employees
car

SSN, NAA, MED, DOB
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2006-07-24

?

Experian
PrimeWest Finance

Unauthorized third party
client found with access
to sensitive information,
including social security
numbers

SSN, NAA, NAA

2006-07-28

Merlin Information
Services

Login information of
client compromised and
unauthorized person
accessed name and
social security number

2006-07-13

NYS Department of
Motor Vehicles

Unauthorised access to
personal information
about name, date of
birth, driver's license
number, gender etc

NAA, MISC, DOB, MISC

2006-07-19

Group 1 Automotive Inc.

Weinstein Spira &
Company, PC

Stolen laptops
containing personal
information of current
and former employees

SSN, NAA, FIN

2006-07-05

Ulster County
Community College

Stolen laptop containing
information about
students

SSN, NAA

2006-07-25

Columbia University

Stolen computer
containing personal
information about
name, Social Security
number, tax-
identification number,
address and
passport/visa number

SSN, NAA, EMA, MISC

2006-07-05

RBS National Bank
Asset Acceptance LLC

Stolen laptop containing
names, address, Social
Security numbers and
phone numbers

SSN, NAA, MISC

2006-07-05

Columbia University

98 individuals personal
information was posted
on the web.

SSN, NAA, EMA

2006-07-03

RSM McGladrey, Inc

A laptop containing the
names and account
numbers of its clients
was stolen.

NAA, ACC

2006-07-28

City of Riverside,
California

Social Security
numbers and financial
information of about
2000 city employees
inadvertently sent
through e-mail

SSN, ACC, FIN
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2006-07-29

112198

Sentry Insurance
Accenture

Social Security
numbers and names of
72 people sold over
Internet, over 112,000
more stolen

SSN, NAA
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