Data Loss Database - June, 2006 report

http://datalossdb.org
Version: 26.0 - Created: 2008-07-14 - Updated: 2010-03-11

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
June 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 65
Total Records Affected: 6,487,543

The following graphs show data loss incidents by data type and by business type over the period of this report.

Incidents By Sector Incidents By Data Type

— Edu(14) — MISC (7)
E - ACC (8)

e

5 R 4 — P,
e ol W D)
MNAA (42 ~FIM |
— Med (7) /\_ CGN [5)
" OB (3)

“MED (2)

Biz (24)




Incidents

Reported

Records

Orgs

Summary

Data Types

2006-06-01

280000

Ernst & Young
Hotels.com

Names, addresses, and
credit card information
for 280,000 on stolen
laptop

CCN, NAA

2006-06-01

Miami Ohio University

Ohio

SSN, NAA

2006-06-01

YMCA of Greater
Providence

Laptop with 65,000
members' information
stolen

CCN, NAA, ACC

2006-06-01

University of Kentucky

Personal information,
including Social Security
numbers, posted online
for 1,300

2006-06-02

Electronic Data Systems
Corp.
Ahold USA, Inc.

Stop & Shop, Giant,
Tops

2006-06-03

Buckeye Community
Health Plan

Personal information for
72,000 Medicaid
recipients on stolen
laptops

2006-06-03

Humana Medicare

Social Security numbers
and other information for
17,000 left on
unsecured hotel
computer

2006-06-05

United States Internal
Revenue Service

Missing laptop contains
fingerprints, names,
Social Security numbers
of 291 employees and
applicants

2006-06-07

Colorado Mental Health
Institute

Stolen files contain
personal information for
287 employees

2006-06-08

University of Michigan
Credit Union

Personal information of
5,000 members on
unshredded
missing/stolen
documents

2006-06-10

Nationwide Retirement
Systems

Social Security
numbers, dates of birth,
and names on stolen
laptops

2006-06-11

150000

Denver Election
Commission

Social Security
numbers, addresses,
and other information for
150,000 on lost files

2006-06-12

Fish & Richardson
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http://datalossdb.org/incidents/313
http://datalossdb.org/incidents/314
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2006-06-13

?

State of Minnesota

Missing laptops might
contain Social Security
numbers and other
personal information on
local government
employees

SSN

2006-06-13

Hanford Nuclear
Reservation

4,000 current and
former workers have
Social Security numbers
and other information
compromised

2006-06-14

969000

American International
Group (AIG)
Medical Excess, LLC

Social Security
numbers, names, and
medical records for
930,000 on stolen server

SSN, NAA, DOB

2006-06-16

Union Pacific

30,000 names, Social
Security numbers, and
birth dates on stolen
personal computer

2006-06-16

New York State
Comptrollers Office

SSN, NAA, FIN

2006-06-17

Automatic Data
Processing (ADP)

Social Security numbers
and income information
for at least 80 exposed

SSN, NAA

2006-06-18

ING U.S. Financial
Services

Stolen laptop contains
Social Security numbers
of 13,000

2006-06-20

Equifax Inc.

Stolen company laptop
with names and Social

Security numbers could
affect 2,500

2006-06-20

University of Alabama
Birmingham

Names, Social Security
numbers and medical
information of 9,800 on
stolen computer

2006-06-21

Cumberland County
Emergency Medical
Services

2006-06-22

Federal Trade
Commission

Personal and financial
information of 110 on
stolen laptops

2006-06-22

University of Kentucky

Lost flash drive contains
Social Security numbers
for 6,500

2006-06-23

San Francisco State
University

Stolen laptop contains
names and Social
Security numbers of
about 3,000 current and
former students
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2006-06-23

28000

United States Navy

Social Security numbers
and other personal data
of 28,000 found on
public web site

SSN, NAA

2006-06-24

Catawba County Schools

619 students' Social
Security numbers found
through Google search

2006-06-24

Social Security
Administration

Social Security numbers
and personal data of
228 on stolen laptop

2006-06-26

Australian High Tech
Crime Centre

Names and bank
account numbers of
3,500 on lost "memory
stick"

2006-06-26

King County Elections

Washington

2006-06-27

HSBC Holdings plc

United Kingdom

2006-06-27

Government
Accountability Office

Social Security
numbers, names, and
addresses pulled from
web site for "less than
1,000"

2006-06-28

Minnesota Department
of Revenue

Public and private tax
data missing for about
2,400 individuals and

48,000 businesses

2006-06-29

Allstate

27,000 notified
regarding stolen
computer with Social
Security numbers and
policy information

2006-06-29

Nat.Institutes of Health
Federal Credit Union

41,000 members
contacted about
possibility of identity theft

2006-06-30

U.S. Department of
Veterans Affairs

16,000 legal case
records on missing
backup tape

2006-06-30

Washington Regional
Medical Center

About 5,000 possibly
affected by laptop theft

2006-06-12

Barnard College

Computer containing
SSNs compromised
over the network

2006-06-06

ARAMARK Corporation

Laptop stolen from
regional office
containing personal
information

2006-06-19

Countrywide Home
Loans

Username/password
compromise allowed an
attacker to authenticate
to a system and gain
access to accounts
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2006-06-21

?

USAA Investment
Management

Customers names and
account numbers were
exposed on website due
to programming error

NAA, ACC

2006-06-05

Kingsbrook Jewish
Medical Center

Stolen computer
contained patient
names, addresses and
SSN

SSN, NAA, MED

2006-06-30

USAA Federal Savings
Bank

Employee accidentially
emails customer
account details to a third
party institution

CCN, NAA, ACC

2006-06-27

Empire Beauty School
Inc

Employees stolen
documents with
students names,
addresses and SSN

2006-06-08

New York Life Insurance
Co

Stolen laptop containing
personal information
about name, social
security number and
policy number of
customers

2006-06-06

Empire State College

Unauthorised access to
personal information via
intruder installed key-
logger

2006-06-23

CBClInnovis, Inc.
Andover Bank

Personal information of
clients accessed by
unauthorized person

2006-06-27

University of Rochester

Personal information
about name and social
security number of
current and former
students placed on web
by mistake

2006-06-27

Maimonides Medical
Center
Vision Financial Corp.

Stolen laptop containing
information about name,
address, social security
number, date of birth
and amount owed to the
medical center

SSN, NAA, MISC, DOB

2006-06-23

Sallie Mae Inc

An individual suspected
in criminal activities had
obtained loan
applications containing
personal details

SSN, NAA, MISC, FIN

2006-06-22

Equifax Information
Services LLC

Unauthorised access to
consumers' credit files
from unknown source

CCN, NAA, FIN
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http://datalossdb.org/incidents/1316
http://datalossdb.org/incidents/1356
http://datalossdb.org/incidents/1358
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2006-06-14

1237

Law Finance Group
Holdings LLC

Stolen computer
contained customer and
employee names,
addresses, Social
Security numbers and
tax id numbers

SSN, NAA

2006-06-06

Thomson West

Laptop stolen contained
employee names,
addresses, phone
numbers and Social
Security numbers

2006-06-16

California Dept. Health
Services

Records to be shredded,
ended up in trash,
exposing over 1500 to
potential 1D theft

2006-06-06

University of Texas El
Paso

Students allegedly
access 4,719 student
and faculty Social
Security numbers

2006-06-09

Ohio University

Private information of
over 70,000 breached

2006-06-09

National Nuclear Safety
Administration

Personal records of at
least 1,500 government
employees and
contractors hacked

2006-06-13

4000000

KDDI

Japan - telecom carrier

2006-06-13

2200

Oregon Department of
Revenue

Social Security
numbers, names and
addresses possibly
revealed for 2,200
taxpayers

2006-06-17

240000

Western lllinois
University

Social Security
numbers, names,
addresses for as many
as 180,000
compromised by hack

2006-06-22

United States
Department of
Agriculture

Hacker may have
obtained names and
Social Security numbers
of 26,000 workers and
contractors

2006-06-27

AAAAA Rent-A-Space

Web based payment
system exposes
customer names, Social
Security numbers, credit
card numbers

2006-06-29

300000

Nebraska Treasurer's
Office

Social Security numbers
and names of 300,000
possibly obtained
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2006-06-20

498

New Jersey Department
of Labor and Workforce
Development

Personal information of
498 mailed to wrong
addresses

SSN, NAA



http://datalossdb.org/incidents/327

