Data Loss Database - May, 2006 report

http://datalossdb.org
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
May 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 37
Total Records Affected: 28,800,372

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-05-02

?

State of Georgia

Personal information
found on sold state
government computers

SSN, CCN

2006-05-04

Idaho Power Company

Employee names and
Social Security numbers
among data found on
drives sold on Ebay

SSN, NAA

2006-05-05

Wells Fargo

Missing data includes
names, addresses,
Social Security numbers
and mortgage loan
deposit numbers

2006-05-12

Mercantile Potomac Bank

Stolen laptop contains
Social Security numbers
and/or account numbers
of 48,000 customers

2006-05-16

330000

American Institute of
CPAs

330,000 notified about
missing hard drive
containing names,
addresses, and Social
Security numbers

2006-05-17

PFPC Inc

M & T Bank
Lehman Brothers
Wageworks, Inc

Stolen laptop exposes
clients tax details and
statements

2006-05-18

American Red Cross

8,000 people notified
regarding breached
names, Social Security
numbers, and dates of
birth

2006-05-22

26500000

U.S. Department of
Veterans Affairs

Names, Social Security
numbers, and dates of

birth of 26.5 million U.S.
military veterans stolen

2006-05-23

Butler Co. Dept.of
Mental Retardation
Developmental
Disabilities

Stolen laptops contain
personal information on
100

2006-05-23

231000

Mortgage Lenders
Network USA

Stolen files contain
personal information of
thousands of people

SSN, NAA

2006-05-25

Security Savings Bank

ACC, CCN

2006-05-26

California State
University Stanislaus

Social Security numbers,
names, addresses, and
dates of birth for 1,294
posted to web

SSN, NAA

2006-05-31

1300000

Hummingbird
Texas Guaranteed
Student Loan Corp.

Names and Social
Security numbers of 1.3
million on "lost
equipment"

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/278
http://datalossdb.org/incidents/279
http://datalossdb.org/incidents/280
http://datalossdb.org/incidents/283
http://datalossdb.org/incidents/284
http://datalossdb.org/incidents/286
http://datalossdb.org/incidents/287
http://datalossdb.org/incidents/289
http://datalossdb.org/incidents/291
http://datalossdb.org/incidents/292
http://datalossdb.org/incidents/294
http://datalossdb.org/incidents/295
http://datalossdb.org/incidents/297

Incidents

Reported

Records
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2006-05-01

518

CBClnnovis, Inc.
Great Florida Bank

Unspecified breach
exposes names,
addresses, soecial
security numbers,
account numbers, and
credit report data of
consumers

SSN, NAA, ACC, FIN

2006-05-02

Countrywide Home
Loans

Former employee orders
customer credit reports
for third party

CCN, SSN, NAA

2006-05-05

New York State
Department of Taxation
and Finance

Missing laptop reported
missing containing
names, addresses, SSN
of business owners

SSN, NAA

2006-05-12

Annibell Mortgage Inc

Computers stolen from
office contained clients
personal information

2006-05-22

USAA Federal Savings
Bank

Bank error exposes
customer account details
to an unauthorized
person

SSN, NAA, ACC, FIN

2006-05-25

Experian
Lobel Financial
Corporation

Unauthorised access to
personal information
about name, address
and social security
number by a client

2006-05-01

Equifax Information
Services LLC
Franklin Financial

Customers' credit files
accessed by
unauthorised employee

SSN, NAA, MISC, FIN

2006-05-30

First Horizon Home
Loans

Stolen computer
contained employee
details of names,
addresses, SSN and
mortgage account
numbers

SSN, NAA, ACC

2006-05-01

Equifax Information
Services LLC
ICOM Real Estate

Unauthorized access to
customer credit report
data

CCN, SSN, NAA, ACC

2006-05-11

Merrill Lynch

Stolen laptop exposes
client details including
names, addresses and
account loan/balances

NAA, ACC

2006-05-23

Liberty Mutual Insurance
Co

Stolen laptops
containing hames and
Social Security Numbers
of employees

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1298
http://datalossdb.org/incidents/1331
http://datalossdb.org/incidents/1336
http://datalossdb.org/incidents/1355
http://datalossdb.org/incidents/1361
http://datalossdb.org/incidents/1629
http://datalossdb.org/incidents/1748
http://datalossdb.org/incidents/1767
http://datalossdb.org/incidents/1771
http://datalossdb.org/incidents/1777
http://datalossdb.org/incidents/1829

Incidents

Reported

Records

Orgs

Summary

Data Types

2006-05-16

150

GE Money Bank
Lowe's Companices Inc.

Application forms for
credit cards stolen,
names, addresses,
dates of birth, Social
Security numbers
exposed

CCN, SSN, NAA, DOB

2006-05-24

New York State
Insurance Fund (NYSIF)

Stolen laptop contains
personal information of
members

SSN, NAA

2006-05-11

Google

Healthcare Business
Resources (HBR)
Brookdale Hospital

Google was able to
access files on website
that contained personal
information.

SSN, NAA, MED, DOB

2006-05-09

California Department of
Financial Institutions

John Drews, General
Counsel of the DFI,
reported that on May 26,
2006, an
examinerd€™s laptop
containing personal data
on bank customers was
stolen from his car

SSN, NAA, FIN

2006-05-02

137000

Ohio University

Records breached for
300,000
people/organizations
including 137,000 Social
Security numbers

2006-05-11

Ohio University Hudson
Health Center

Names, birth dates,
Social Security numbers
and medical information
for 60,000 people
accessed

2006-05-11

Columbus Bank and
Trust

2,000 accounts flagged
due to stolen credit and
check card information

2006-05-16

University of California
Berkeley

Social Security numbers
and names of 1,200
possibly accessed over
internet

2006-05-19

?
Frost Bank

About 100 customers'
debit card information
stolen from the database
of an unnamed national
retailer

2006-05-23

University of Delaware
Dept. Public Safety

1,076 regarding
exposure of names,
Social Security numbers,
and drivers license
numbers
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2006-05-24

135000

Sacred Heart University

Names, addresses, and
Social Security numbers
found on compromised
computer

SSN, NAA

2006-05-30

Florida International
University

Thousands of names
and Social Security
numbers possibly
compromised by hacker

2006-05-31

VyStar Credit Union

Around 34,000 member
accounts compromised
by hack



http://datalossdb.org/incidents/293
http://datalossdb.org/incidents/296
http://datalossdb.org/incidents/298

