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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
March 2006.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 37
Total Records Affected: 1,469,142


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2010, Open Security Foundation

ID Reported Records Orgs Summary Data Types

234 2006-03-01 800 The Bank of Bermuda 
Limited

800 customers have ATM 
cards compromised by 
breach

CCN

235 2006-03-01 4600 Medco Health Solutions Inc. Unencrypted Social 
Security numbers for about 
4,600 on stolen laptop

SSN, MED

236 2006-03-02 ? Olympic Funding Chicago Unknown number of client 
names and Social Security 
numbers on stolen hard 
drives

SSN, NAA

237 2006-03-03 93000 Metropolitan State College 93,000 Social Security 
numbers and student 
names possibly on stolen 
laptop

SSN, NAA

239 2006-03-08 ? Verizon Stolen laptops may contain 
Social Security numbers 
and other information of 
Verizon employees

SSN

241 2006-03-14 100 General Motors 100 GM employees have 
Social Security numbers 
stolen by former security 
guard

SSN

242 2006-03-15 84000 IBM
Ernst & Young
Goldman Sachs & Co.
PACCAR, Inc.

Stolen laptop contains 
names and Social Security 
numbers of IBM, Nokia, 
Cisco,  and BP employees

SSN, NAA

244 2006-03-22 196000 Fidelity Investments
Hewlett Packard

196,000 retirees and former 
employees warned about 
personal information on 
stolen laptop

SSN, ACC

245 2006-03-22 ? District of Columbia Board 
of Elections and Ethics

Voter Social Security 
numbers viewable by all 
from board of elections lists

SSN

247 2006-03-24 14000 Vermont State Colleges Stolen laptop contains 
Social Security numbers 
and payroll data

SSN

248 2006-03-24 2486 California State University 
Dominguez Hills

Stolen laptop had personal 
information on 2,486 
students and potential 
students

MISC

249 2006-03-26 108000 Convergys Corp.
Florida Department of 
Management Services

108,000 could be affected 
by possibly compromised 
personal data

MISC

250 2006-03-29 342 University of Nebraska 
Lincoln

Social Security numbers 
and other information for 
342 students archived by 
Google

SSN, EMA

252 2006-03-30 207750 United States Marine Corp Lost drive contains Social 
Security numbers of over 
207,000 U.S. Marines

SSN, NAA
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253 2006-03-30 1250 Connecticut Tech High 
School Sys.

Social Security numbers of 
1,250 staff members leaked 
via email

SSN

254 2006-03-31 94000 LA County Dept. Social 
Services

94,000 notified about 
unshredded documents 
containing Social Security 
numbers and medical 
information

SSN, MED

1235 2006-03-30 ? Snyder, Cohn, Collyer, 
Hamilton & Associates PC
Murry's Inc
US Protect Corporation

Unknown number of 
employee records 
containing names, SSN and 
DOB lost on stolen 
computer

SSN, ACC, DOB

1237 2006-03-03 ? Payday OK LLC Personal customer names, 
address, SSN and account 
information exposed in 
website hack.

SSN, NAA, ACC

1318 2006-03-30 ? New York State Department 
of Taxation and Finance

Taxpayers information was 
exposed to another 
individual

SSN, NAA

1326 2006-03-23 ? Independent Health Corp Unknown security incident 
exposes customers health 
card information 

MED

1333 2006-03-27 ? Long Island University 
Brooklyn

Email exposes students 
personal information 
including their SSN

SSN

1339 2006-03-24 ? New York State Liquor 
Authority

Website error releases SSN 
of license applicants

SSN, NAA

1357 2006-03-07 ? Audiolink LLC Website hacked exposes 
customers names, 
addresses and credit card 
numbers

CCN, NAA

1729 2006-03-30 ? Misys Healthcare Systems Email sent contained 
personal information of 
employees about name and 
Social Security numbers

SSN, NAA

1893 2006-03-06 ? First Horizon Home Loans Stolen computer exposes 
clients names, addresses, 
Social Security numbers 
and mortgage account 
details 

SSN, NAA, FIN

1926 2006-03-13 ? New York State 
Comptrollers Office

Personal information was 
inadvertantly included in an 
audit which was posted on 
the web.

SSN, NAA, ACC

1972 2006-03-17 ? Equifax Inc.
TransUnion Credit Bureau
Experian
Mortgage Institute of 
Michigan

Unauthorised access to an 
unknown number of 
consumers credit report 
inquiries

NAA, ACC, FIN
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1975 2006-03-07 ? Experian
Lyons Commercial Data
FirstLink Collection & 
Financial Services

Unauthorised access to 
credit files

SSN, NAA

2241 2006-03-04 4373 Automatic Data Processing 
(ADP)
Schering-Plough

ADP misplaced tape 
containing tax records

SSN, NAA, ACC

2253 2006-03-31 167 Security Mutual Life 
Insurance Company of New 
York

Stolen laptop contained 
peresonal information of 
167 disability insurance 
clients.

SSN, NAA, DOB

2314 2006-03-11 ? California Department of 
Consumer Affairs

Mail theft exposes a small 
number of licensees or 
prospective licensees 
names, Social Security 
numbers and bank details

SSN, NAA, ACC

2337 2006-03-08 ? Visa International
New York State Department 
of Transportation Federal 
Credit Union

Unnamed card processor 
reports compromise card 
account and pin numbers 
captured

CCN

238 2006-03-05 41000 Georgetown University Names, Social Security 
numbers, birthdates of 
41,000 compromised

SSN, NAA

240 2006-03-14 ? Choice One Online
Buffalo Bisons Web Site

Credit card numbers on 
team web site compromised

CCN, NAA

243 2006-03-16 274 Bananas.com 274 notified about stolen 
credit card information

CCN, NAA

251 2006-03-30 553000 Georgia Technology 
Authority

570,000 pension plan 
members have confidential 
information exposed by hack

MISC

246 2006-03-24 64000 CA State Employment 
Development Division

64,000 tax forms with 
Social Security numbers 
and financial information 
sent to wrong addresses

SSN
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