Data Loss Database - December, 2006 report

http://datalossdb.org
Version: 26.0 - Created: 2008-07-14 - Updated: 2009-11-04

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
December 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 48
Total Records Affected: 1,985,522

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-12-03

?

City of Grand
Prairie Texas

City of Grand
Prairie Texas
posted business
owner personal
information to web
site

SSN, NAA

2006-12-05

Nassau
Community College

List with Social
Security numbers
and names of
21,000 students
apparently stolen

2006-12-05

West Virginia Air
National Guard

2006-12-06

Premier Bank

Book stolen from
vehicle contains
about 1,800
names and
account numbers

2006-12-08

Segal Group
State of Vermont

Social Security
numbers of health
care providers
posted to internet

2006-12-09

Virginia
Commonwealth
University

561 students'
names, Social
Security numbers
and addresses
leaked by email

2006-12-11

Independent Living
Funds

Thousands of
names, national
insurance
numbers, bank
details on stolen
backup tape

FIN, NAA

2006-12-12

800000

Breached
database contains
personal
information on
about 800,000

2006-12-12

University of
Texas at Dallas

Social Security
numbers and other
personal
information of
35,000 exposed by
hack

2006-12-13

382000

Boeing Co.

Social Security
numbers and other
personal
information of
382,000
employees on
stolen laptop

SSN, NAA, DOB
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2006-12-14

64030

Electronic Registry
Systems
Geisinger Health
Systems
Williamson
Medical Center
Emory University
Grady Memorial
Hospital

Over 64,000
notified about
medical records on
stolen computer

SSN, MED

2006-12-14

Durham (N.C.)
Public Schools

N.C.

SSN

2006-12-14

St. Vrain Valley
School District

Papers containing
personal
information of as
many as 600
students stolen

MED, NAA

2006-12-15

University of
Colorado at
Boulder

Social Security
numbers and
names exposed
for about 17,500

2006-12-16

City of Wickliffe
Ohio

Computer intrusion
exposes Social
Security numbers
for 125

2006-12-16

North Bay
Regional Center

Personal data
might have been
compromised for
over 3,000 clients

2006-12-19

Mississippi State
University

Social Security
numbers and other
information for
about 2,400
exposed on web

2006-12-20

Lakeland Library
Cooperative

Personal
information of
more than 15,000
patrons available
on web site

2006-12-20

Big Foot High
School (WI)

Wisconsin

2006-12-20

SFX Baseball Inc.

117, including 90
Major League
Baseball players'
information found
in dumpster

2006-12-21

Santa Clara
County (CA)

California
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2006-12-22

700

United States
State Department

Social Security
numbers and
personal
information
contained in 700
passport
applications
missing

SSN, NAA

2006-12-22

Bank of America

Social Security
numbers and
personal
information on
undisclosed
number of
customers stolen
by former
contractor

2006-12-22

Utah Valley State
College

Social Security
numbers and
personal
information on
thousands of
students and
faculty appear on
Yahoo

2006-12-27

Deaconess
Hospital

Social Security
numbers for 128
patients on stolen
or missing laptop

2006-12-27

Montana State
University

Social Security
numbers for 259
students mailed to
other students

2006-12-29

171000

Ripon Community
Printers
Wisconsin
Department of
Revenue

Social Security
numbers for
170,000 taxpayers
exposed on
mailing labels

2006-12-29

?
KeyCorp

9,300 customers'
Social Security
numbers on
vendor's stolen
laptop

2006-12-21

Goal Financial,
LLC

Hard drives
contain personal
information of
2757 New York
residents
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2006-12-21

?

City University of
New York

Names and Social
Security numbers
inadvertently
transmitted by
email

SSN, NAA

2006-12-21

Wake County
Public School
System

Flash drive
containing name
and social security
number of all staff
misplaced for 2
days

2006-12-13

Velocita Wireless
Sprint Nextel

Stolen laptop
containing
personal
information
including name,
date of birth, social
security number

SSN, NAA, DOB

2006-12-16

Seton Health
System

Stolen Laptop
containing
personal
information name,
date of birth, social
security number,
date of birth,
telephone number,
insurance details
and medical
record information
of patients

SSN, NAA, MISC, MED, DOB, FIN

2006-12-01

TD Ameritrade

Names,
addresses, dates
of birth, and
possibly Social
Security numbers
of about 300 on
stolen laptop

SSN, NAA, DOB

2006-12-15

City University of
New York

Stolen computers
containing
personal
information about
name, address,
social security
number and DOB

SSN, NAA, DOB

2006-12-01

First Banks Inc.

Stolen laptop
containing
personal
information of
customers
including name,
address and social
security numbers

SSN, NAA, FIN, FIN
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2006-12-21

96

City University of
New York

Personal
information of
faculty and
students made
available through
google search
engine

SSN, NAA, DOB

2006-12-22

Ceridian
Corporation
Pearson
Education, Inc.

Personal
information of
current and former
employees
accidentally
forwarded to
another clientin a
CD-Rom

2006-12-07

CIGNA
HealthCare Corp.

Former employee
steals customers
credit card
information

2006-12-04

Home Finance &
Mortgage Inc

Mortgage papers
were improperly
disposed of in
dumpster

SSN, NAA, FIN

2006-12-15

LexisNexis
Seisint

Personal
information about
name, social
security number,
address and
driver's license
number accessed
by an
unauthorised
person using
customer's user ID

2006-12-08

Experian
BMA Credit Union

Customer
information which
included names,
addresses, and
social security
numbers that were
accessed without
proper
authorization.

2006-12-21

Hunter College of
the City University
of New York

Employee was
found to have kept
names and SSN of
students on their
home PC
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2006-12-21

96

Hunter College of
the City University
of New York

File accidentally
placed on website
that contained
personal
information

SSN, NAA, EMA, MISC, DOB

2006-12-21

Hunter College of
the City University
of New York

Email sent with
personal data
hidden in file

SSN, NAA

2006-12-11

New York State
Office of
Temporary and
Disability
Assistance
New York State
Department of
Health

New York City
Human Resources
Administration

Missing Hard Disk
may have
contained personal
information of
patients.

SSN, NAA, DOB

2006-12-12

396279

Aetna Inc.
Humana Medicare
Concentra
Preferred Systems
Group Health
Insurance Inc.
Nationwide
WellPoint

Anthem Blue
Cross Blue Shield
Mutual of Omaha
Insurance
Company

Medical claim
records for
200,279 in stolen
lockbox containing
computer backup
tapes

2006-12-07

Cornell University

Stolen laptop
contained personal
information
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