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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
October 2006.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 51
Total Records Affected: 3,219,538


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

455 2006-10-02 6939 Seattle-Tacoma 
International Airport

Almost 7,000 names 
and Social Security 
numbers on lost disks

SSN, NAA

456 2006-10-03 1200 Cumberland County 
Pennsylvania

Cumberland County 
discovers employee 
Social Security 
numbers on county 
website

SSN

457 2006-10-05 75 Statistics Canada Cabinet filled with 
census files sold at 
auction

NAA, FIN

458 2006-10-05 ? Capistrano Unified 
School District

Stolen computers 
"likely" list names 
and Social Security 
numbers for 
employees

SSN, NAA

459 2006-10-06 400 Cleveland Air Route 
Traffic Control Center

Names and Social 
Security numbers of 
at least 400 on 
missing hard drive

SSN, NAA

460 2006-10-06 2400 Camp Pendleton 
Marine Corps Base

Personal info on 
2,400 residents on 
lost laptop computer

MISC

461 2006-10-09 ? Troy Athens High 
School

Michigan SSN, NAA

462 2006-10-11 4624 Florida Department 
of Labor

Names and Social 
Security numbers of 
4,624 posted to 
internet

SSN, NAA

463 2006-10-11 184 Adams State College Report listing 184 
high school students 
on stolen laptop

MISC

464 2006-10-12 70000 Brock University Personal information 
for 70,000 on hacked 
computer includes 
some credit card and 
account information

NAA, DOB

465 2006-10-12 2500 University of Texas at 
Arlington

Social Security 
numbers, names and 
other information for 
2,500 on stolen 
computers

SSN, NAA

466 2006-10-13 ? Ohio Ethics 
Commission

Hundreds of 
documents 
containing Social 
Security numbers 
and financial 
statements found in 
alley

SSN, FIN
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467 2006-10-17 200 City of Visalia 
California

Discarded city 
records containing 
Social Security 
numbers may affect 
about 200

SSN

468 2006-10-18 ? Germanton 
Elementary School

North Carolina SSN

469 2006-10-13 45000 T-Mobile Lost laptop may 
contain Social 
Security numbers, 
names, and 
addresses of about 
45,000

SSN, NAA

470 2006-10-20 33000 Allina Hospitals and 
Clinics

Personal information 
including names and 
Social Security 
numbers for over 
14,000 households 
on stolen laptop

SSN, NAA

471 2006-10-23 260000 Advanced 
Receivable Strategy
Sisters of St. Francis 
Health Services, Inc.

Patients' names and 
or Social Security 
number on lost 
compact disc

SSN, NAA

472 2006-10-24 780000 Chicago Board of 
Election

Social Security and 
birth date information 
from more than 
780,000 registered 
voters on vulnerable 
web site

SSN, DOB

473 2006-10-25 1100 Swedish Medical 
Center

1,100 Social Security 
numbers, names, 
and birthdates at risk 
from insider fraud

SSN, NAA

474 2006-10-25 900 Department of 
Homeland Security

Thumbdrive 
containing personal 
information on 
current and past 
employees has been 
lost 

MISC

475 2006-10-26 ? Ontario Science 
Centre

Stolen laptop 
contains members' 
personal information

CCN, NAA

476 2006-10-26 1400000 Affiliated Computer 
Services (ACS)
Colorado Department 
of Human Services

Stolen computer 
contains client 
personal information

SSN

477 2006-10-26 242000 Akron Children's 
Hospital

Akron, Ohio SSN, MED
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478 2006-10-26 ? LexisNexis
Tuscarawas County 
Ohio

Potentially hundreds 
or thousands of 
Social Security 
numbers of voters on 
LexisNexis

SSN, NAA

479 2006-10-27 30285 Gymboree Social Security 
numbers and names 
of 30,285 potentially 
on stolen laptops

SSN, NAA

480 2006-10-28 ? Hancock Askew & 
Co. LLP
Indus International

Stolen laptop 
contains employee 
401(k) information

FIN

1123 2006-10-31 90 Community National 
Bank

Two laptops 
containing client data 
stolen from parked 
car

SSN, NAA, ACC

1233 2006-10-05 988 Homecomings 
Financial Network Inc

988 loan applications 
names, address and 
SSN exposed on web

SSN, NAA

1239 2006-10-27 ? New York State 
Comptrollers Office

Misconfigured server 
allowed a user to see 
6 SSNs and other 
info which should not 
have been accessible

SSN, NAA

1248 2006-10-02 ? Citigroup Laptop missing from 
luggage contains 
social security 
numbers, names, 
addresses

SSN, NAA

1299 2006-10-18 24 Blue Cross Blue 
Shield NC
Pittsboro Ford
Friendly Ford

Social Security 
numbers of current 
and former 
employees disclosed 
improperly

SSN

1307 2006-10-11 55 DirecTV 55 Social Security 
numbers on laptop 
stolen from third 
party auditor's home

SSN, NAA

1308 2006-10-24 ? Bethpage Federal 
Credit Union

Courier delilvers torn 
envelope missing 
credit card reports

CCN, NAA, FIN

1332 2006-10-23 ? Countrywide Home 
Loans

Unauthorized access 
to customer account 
exposing details

SSN, NAA, ACC

1351 2006-10-03 ? Western Union Laptop lost during 
shipping contained 
names, addresses 
and SSN

SSN, NAA
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1352 2006-10-03 ? USAA Federal 
Savings Bank

Employee faxes 
personal customer 
information to wrong 
person

SSN, NAA, ACC

1368 2006-10-29 ? New York University Lost back up media 
contained names, 
addresses, SSN, and 
debit and credit card 
numbers

CCN, SSN, NAA

1513 2006-10-02 44 Jefferson County 
Department of Social 
Services

Personal information 
of individuals 
including name and 
social security 
number exposed by 
mistake

SSN, NAA

1514 2006-10-20 96 Blue Cross Blue 
Shield of Western 
New York
Highmark, Inc.
Administrative 
Services of Kansas

Stolen laptop 
containing personal 
information of 
potential members

SSN, NAA

1515 2006-10-06 ? Fidelity Investments Email containing 
personal information 
about name, social 
security number and 
job role information 
sent to unauthorised 
person by mistake

SSN, NAA

1529 2006-10-06 ? Starcite Inc. Stolen laptop 
cotaining personal 
information about 
name, address, date 
of birth, social 
security number, date 
of hire, occupation, 
salary and medical 
coverage details

SSN, NAA, MISC, ACC, DOB

1531 2006-10-23 311 The Mount Sinai 
Medical Center

Stolen flash drive 
containing name, 
SSN, childs name, 
child's date of birth 
and date of visit

SSN, NAA, MISC

1545 2006-10-13 720 Atlantis Plastic, Inc. Stolen laptop 
containing personal 
information about 
name, date of birth, 
social security 
number, address and 
401(K) account 
balance information 

SSN, NAA, MISC, ACC, DOB

1593 2006-10-27 ? LexisNexis Package containing 
laptop lost in transit

SSN, NAA, MISC, DOB
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1615 2006-10-30 4327 National Financial 
Partners (NFP)

Personal information 
of current and former 
employees in 
possession of an 
unauthorized 
employee

SSN, NAA, DOB

1665 2006-10-13 ? CBA Information 
Solutions
Washington Savings 
Bank

Unauthorised access 
to clients personal 
details, names, 
addresses, and SSN 
exposed

SSN, NAA, FIN

1919 2006-10-27 332000 Link Staffing Services Burglars stole a 
computer server 
containing personal 
information former 
and current 
employees.  The 
information breached 
was in electronic 
form.

SSN, NAA

1931 2006-10-05 ? UBS Securities, LLC
Thornburg Mortgage 

Credit card 
information for 
unspecified number 
of people disclosed 
due to a "database 
error"

NAA, ACC

1971 2006-10-30 ? Twin Tier Mortgage Stolen computer 
containing personal 
information relating to 
mortgages

SSN, NAA, MISC, DOB, FIN

2029 2006-10-12 ? Sears Holdings Corp Laptop contained 
database an 
unknown number of 
customers names, 
addresses and 
account information 
stolen

NAA, ACC

2329 2006-10-11 76 Republican National 
Committee

An e-mailed list 
contained the names, 
and Social Security 
numbers of top 
Republican donors

SSN, NAA, DOB
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