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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
January 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 31
Total Records Affected: 1,035,717

The following graphs show data loss incidents by data type and by business type over the period of this report.
Incidents By Sector Incidents By Data Type
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-01-01

700

University Pittsburgh
Medical Ctr.

Personal information
for 700 patients
possibly
compromised

SSN, NAA

2006-01-09

Grand Hotel De Vere
Group

Hotel registration
cards containing
credit card details
found

2006-01-11

UPS
People's Bank

Personal data for
90,000 customers
lost in transit

2006-01-15

Illinois Education
Association

Social Security
numbers for "many"
teachers on stolen
computer equipment

2006-01-16

New York City
Teachers Retirement
System

Personal and
financial information
of around 5,800
pensioners possibly
compromised

2006-01-18

Bournemouth
Borough Council

Personal information
for about 70 found
dumped

2006-01-20

University of Kansas

Online applicants
may have personal
information exposed
via Web

2006-01-21

California National
Guard

Data for hundreds of
Guardsmen possibly
exposed by stolen
briefcase

2006-01-24

University of
Washington Med Citr.

Personal information
for about 1,600
patients on stolen
laptops

2006-01-25

226000

Ameriprise Financial

226,000 notified
about personal data
on stolen laptop

2006-01-26

365000

Providence Home
Services

Personal data and
medical records for
365,000 on stolen
backup disks and
tapes

2006-01-27

College of St.
Scholastica

12,000 notified about
names and Social
Security numbers on
recovered stolen
computer

2006-01-28

State of Rhode Island

4,118 credit card
numbers "probably
taken"
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2006-01-31

19000

Honeywell
International

About 19,000 current
and former
employees notified
about information
posted on web

SSN, ACC

2006-01-31

240000

Boston Globe (The
New York Times
Company)
Worcester Telegram
and Gazette

Credit card data of
up to 240,000
subscribers may
have been exposed

2006-01-11

TicketWeb

Names, addresses,
and credit card
information of 391
potentially exposed
on web

2006-01-13

Suffolk County
Community College

Spreadsheet
containing sensitive
employee information
exposed on public
website

SSN, NAA, DOB, FIN

2006-01-12

Williams-Sonoma

Stolen laptop
exposes names and
SSN former and
current employees

2006-01-25

Visa Services
Northwest

Documents with
names, SSN, credit
card numbers and
signatures thrown in
dumpster

CCN, SSN, NAA

2006-01-01

Abanco / Lodi Beer

Lodi Beer lost 11728
records due to a
'‘breach’ of their PoS
system

2006-01-20

Fidelity Investments

Laptop containing
personal information
of investors stolen

SSN, NAA, ACC

2006-01-25

Advanced Pain Care,
LLC.
NDCHealth Corp.

Stolen computers
containing patients
billing information

SSN, NAA, MISC, DOB, DOB

2006-01-18

Aflac

Laptop with Social
Security and
addresses stolen

SSN, NAA

2006-01-09

Vocational
Rehabilitation

Stolen documents
containing names
and Social Security
numbers

SSN, NAA
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2006-01-26

?

First Advantage
SafeRent
Metropolitan Realty
Group, LLC

Unauthorised reports
were generated
under Metrolpolitan
Realty Groups login
to FirstAdvantage
SafeRent

SSN, NAA, DOB

2006-01-08

Kerzner International
Bahamas Limited
Atlantis

Personal information
for around 55,000
customers stolen

CCN, SSN, NAA, ACC

2006-01-23

University of Notre
Dame

Personal and
financial information
of some University
donors may be at risk

SSN, CCN

2006-01-25

University of
Delaware

Social Security
numbers for 159
graduate students
possibly
compromised

2006-01-30

Cooks lllustrated

Unknown
unauthorized access
to back-office system

2006-01-02

H&R Block

Mailing labels include
customer Social
Security numbers

2006-01-31

Washington State
Health Care Authority

About 6,000 Social
Security numbers
printed on postcards
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