Data Loss Database - September, 2005 report

http://datalossdb.org
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
September 2005. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 10
Total Records Affected: 644,133

The following graphs show data loss incidents by data type and by business type over the period of this report.

Incidents By Sector Incidents By Data Type

Gov (2] -
' MAA [5)— P
: — A (2)




Incidents

Reported

Records

Orgs

Summary

Data Types

2005-09-02

165000

lowa Student Loan

165,000 notified about names
and Social Security numbers on
lost compact disc

SSN, NAA

2005-09-10

100000

Kent State University

More than 100,000 students and
faculty alerted about stolen
computers

SSN, NAA

2005-09-13

Fort Carson

Thousands of soldiers warned to
watch credit records

SSN, NAA

2005-09-16

Miami Ohio University

Ohio

SSN

2005-09-17

North Fork Bank

Laptop with data on 9,000
mortgages stolen

ACC

2005-09-19

Children's Health Council

Stolen backup tape - as many as
6,700 notified

SSN, MED

2005-09-22

Internal Revenue Service

Estimated 30,000 tax forms lost
in traffic accident

SSN, NAA

2005-09-28

City University of New York

771 students, employees, former
employees, and retirees alerted
about exposure

SSN

2005-09-28

300000

RBC Dain Rauscher

300,000 households notified
about possible data theft

ACC, NAA

2005-09-29

1600

University of Georgia

Social Security numbers of about
1,600 exposed by breach

SSN
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