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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of July
2005. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open
Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 13
Total Records Affected: 1,090,096

The following graphs show data loss incidents by data type and by business type over the period of this report.
Incidents By Sector Incidents By Data Type
COM(2)

— Med (2) NAA (8) i

ACE (1)
Gov (1 FMI:L‘[M
‘_ Y Al — IS (1)




Incidents

Reported
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Orgs

Summary

Data Types

2005-07-06

15000

MTE Consulting
Ohio State Univ. Medical
Center

15,000 patients notified about
breach

MISC

2005-07-06

600000

Iron Mountain
Time Warner Inc.

physical loss of backup tapes -
600,000 exposed

SSN, NAA

2005-07-08

Iron Mountain
City National Bank

Lost tapes contain Social
Security numbers and
account information

SSN, ACC

2005-07-09

270000

University of Southern
Cailfornia

270,000 people to be
contacted regarding security
breach

SSN, NAA

2005-07-13

Arizona Biodyne

Blue Cross Blue Shield

SSN, NAA

2005-07-25

KC & Associates

St. John's Regional Med. Ctr.

27,000 patients notifed about
stolen computers

NAA, MED

2005-07-30

Austin Peay State University

2,772 Social Security
numbers posted on university
web site

SSN

2005-07-01

University of San Diego

Social Security numbers and
credit card numbers for about
3,300 on hacked computer

SSN, CCN

2005-07-07

Michigan State University

27,000 accounts possibly
compromised

SSN, NAA

2005-07-20

lowa State University

Access gained to over 2,000
alumni Social Security and
credit card numbers

SSN, CCN

2005-07-21

University of Colorado at
Boulder

Unauthorized access gained
to a server with Socials,
Names, Addresses of 42,000
staff, faculty, and students

SSN, NAA

2005-07-28

California State University
Dominguez Hills

Names and Social Security
numbers for 9,613 on hacked
computer

2005-07-29

San Diego Co. Emp. Ret.
Assoc.

Over 32,000 exposed to data
theft
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