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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
March 2004. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 4
Total Records Affected: 501,690

The following graphs show data loss incidents by data type and by business type over the period of this report.

Incidents By Sector Incidents By Data Type

AL (1)—— — GO (1)

—FEdu (1)
—FIM (1)

MAA [3)




Reported
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Summary

Data Types

2004-03-29

200000

GMAC Financial Services

Stolen laptops contain names,
addresses, dates of birth,
Social Security numbers,
credit scores on 200,000

SSN, NAA

2004-03-01

123690

Citibank

Tape with 123,690 financial
transactions lost by security
firm transporting tape to data
center.

NAA, ACC, FIN

2004-03-17

178000

San Diego State University

380,000 people possibly
affected by hack

2004-03-19

BJ's Wholesale Club

Undisclosed number of credit
cards stolen via a security
breach
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